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PHYSICAL ATTACKS ST
= Light, voltage and frequency sensors ; spatial,
Sensors temporal or information redundancy ; monitoring
execution flow; anti-probing layer; etc...
r»_— . Metal shields; power filter ; balanced logic ;

| balanced place and route; etc.

Counter-  Noise generator ; random dummy instructions ;
measures memory scrambling ; masking; internal clock, etc.

Mute; reset application or applet; del}\&eactions
data (=kill); etc.

—
‘ Security is achieved by implementing (too) many protections

‘ Tsecurity but |performances and | availability

Complementary approach: Smart management of protecjions
through the application of a complex “strategy of security”
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e Strategy of security

= Definition
= Main requirement

= Secondary requirement

e Application
= Case study: Conditional Access System (CAS) for pay TV
= Architecture of the Conditional Access System
= Protections
= Configurations of protections

= Example of strategy of security

* Prototyping

= Architecture of the (Conditional Access System + Strategy of security)
» FPGA prototype
= Validation

* Conclusions and perspectives
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Information about the
state of the circuit

Sensors

A

Chotee of
the( parameters of the

counter measur;es and of
the sensors

according to the\current and
S previous values of the
Counter- < sensors
measures

\
Parameters




ﬁ Ecole Nationale
e

C@ MAIN REQUIREM ENT ! Supérieure des Mines

"I _SAINT-ETIENNE

Sensor X
‘t——!_________________________________""““?::::::::::::::::{__
“Theoretic” |- o ooioiioiooisisooioiooioooioiooo
border
“Attack”
signature

—» Sensory

To be able to distinguish attacks from normal behayiors
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“Raw” border=

threshold

Sensor x A

“Ideal”
border

‘ Security issue*

False
positive

» SensorY

‘Availability ISsue ‘
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CLA Complex management of security e e

Sensor x A

Attacks

| False
positive
Normal

7 NS

More availability & more security

Sensory

»
»
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CZ4a Secondary requirement

Sensor x A

High security
“Low” performances

“Low” security

~ Sensory

High performances

To enable to have dynamical trade-off
between performances and security
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“basical”’ configurations

Sensor
X
Killing of the
card
/ | ~, SensorY

Trade-off chosen
at design time
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Sensor x
A

» Sensory

Increase gradually the security with the risk of attack to objain
optimal performancewithout compromising the security
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= PAY-TV b T

Principle
e Conditional Access Systems (CAS) protect a content (such as radio, TV, data stream)
by requiring certain criteria to be met before granting access to this content.

e One criteria : Own a smartcard which stores “secret” information
* 3 class of commands are used by the system :

e Subscription management (Keys, Rights) Very sensitive

e Descrambling (control word) Sensitive

e Subscriber operations (parental control)

Needs @—» Scrambling. | | >§
. ] A ~ l

e High level of security

M (B} - R
e Real time performance | = 0 m

i
* High level of availability \’ .

—l— [ EcME ) >

Extra needs — R S e
. . . SAIS . sr
e Low power for integration in —< u ,;ﬂ

viaccesss

mobile phones
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. Host System =
Application | O N
Conditionnal Access Host Svstem SW_
y = protections
JavaCard 2.2 ¢ | Virual |5 |J
GlobalPlatform API HEEIE :
Host System 5
MiniMips Hardware | & Y
= — o \?
protections
il =) L,
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Redundancy (HW): ExecuteRL
(for Redundancy Level) times the

same computation and compare the

results.

If a difference is observed the
number of corrupted execution
(notedCE), Is increased.

Sensors (HW) : Emulation of
voltage {/S) and light (L 5)
sensors

Sensors (SW) : # of wrong PIN
(PE), # of cryptographic execution
(CO), # of corrupted execution
flow ( ), # of methods
processed without errorl(),
sensitivity of datal{ <), MAC

error message\(t), etc.

} 2

A
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g

| nsert randomhpummy
¥ randoml nstructions
(parameters

D: max # of consecutive
usefull instructions

N: max # of consecutive
dummy instructions)

>

RandomPowerGenerator
(parameter

R: # of activated PRNG)

‘a%% M ute/r eset
D A

Kill
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Security against observation 122.5 1346.7 -
Security against perturbation 1.0 6270.5 1.108 -
Time 1.0 4.0 7.8 -
Energy consumption 15.6
____-
Sensors
Redundancy RL=1 RL=2 RL=3 -
Random Power Generator R=0 R=3 R=10 -
Insertion Dummy Instruction D=2;N=0 D=3;N=4 D=4;N=8 -
Mute/reset No No Yes -
Kill No No No Yes
Wide range of trade- S I
AND

off between:
Performance _



Ce2y SECURITY STRATEGY r5$p2L%u¥%2é°ﬁ%Li

SAINT-ETIENNE

Name of Values

” sensors Fuzzy logic reasonlng
e 'y 5y _(,___{—ﬂw -

N (/= >

- <

(b

)

(7))

D

| -

>

(7))

5| B

- { T TITT el e
gl

S ;TY ON ON ON X _—. Ro: “IF the number of methods that have
@) . i Lo AL=3 \—\ processed without error (NE) is VERY HIGH THEN
@) - - - i the attack is LOW ”
R=0 R=3 R=10 -

R1: “IF the voltage (VS) is RATHER HIGH and the
D=2;N=0 D=3;N=4 D=4;N=8 light (LS) is HIGH THEN the attack is HIGH ”

No No Yes - R2: “IF the number of cryptographic errors (CO) is
No No No Yes RATHER HIGH THEN the attack is HIGH ...
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Host System Audit System
- — I - — - I
Application: | _, o
Conditional | 2| Communication
access | & channels
Virtual Machine} + | M (O peEHEE SR (O
- O +
[ e
Javacard 2.2\ I Fuzzy logic reasoning
Hardware: *é I Hardware:
MiniMIPS al I MIPS R3000

Transfers of sensor values and of parameters of pro  tection
BUT NO TRANSFERT OF SENSITIVE DATA!
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* Host System : Host System only :
* 32-bit yprocessor @ 50 MHz
* MIPS-1 instruction set Number of Slices 2462 out of 7200 34%
* 5-stage pipeline Number of Slice Registers 2421 out of 28800 8%
» Harvard architecture
» 128 KB E2 emulation
» 896 KB Data/lnstruction
* AES-128
* ISO 7816-3 UART + connector
« UART (111520 bauds) + DB9
» Embedded software stubs for remote
debugging
» Embedded fault injection emulation

Audit System
(+5 to +20%)

* Audit system :
*Mips like cpu @50MHz
» 4KB Data Host System + Audit system :

» 32 KB Instruction
« Simple UART + DB9 Number of Slices 3490 out of 7200 48%

¢ ICU + comm FIFO Number of Slice Registers 4534 out of 28800 15%
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Theoretical analysis (cf paper)

Simulation of scenariolow quality card reader

Time

\oltage sensor\(5) ——
MAC error message\(F) | =
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Our work constitutes a first step towards the implementation of complex
strategies of security
e Re-organization of security features thought the entire system
e Proposal of an architecture enabling the execution of complex strategies
of security
* |nnovative strategy of security based on fuzzy logic

e Set up of a dedicated HW/SW design methodology (including debugging
tools and built-in security estimation capabilities)
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 Fine tuning of the current rules
set

e Security characterization of the
prototype with ENSMSE-CMP
benches at Gardanne

Distinguish “normal functioning” and “attack”

MODEL USER AND ATTACKER

= Which formalism ?

—> Data bases of attacker and user behavior & learning algorithms?
—> Are the current sensors suitable?

= etc...
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Thankyou for your attentioh

Questions?



