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“Transistors are freeTransistors are freeTransistors are freeTransistors are free”
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Problem motivationProblem motivationProblem motivationProblem motivation
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Malicous hardware?Malicous hardware?Malicous hardware?Malicous hardware?Malicous hardware?Malicous hardware?Malicous hardware?Malicous hardware?
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Malicous hardware?Malicous hardware?Malicous hardware?Malicous hardware?Malicous hardware?Malicous hardware?Malicous hardware?Malicous hardware?
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What are the requirements?What are the requirements?What are the requirements?What are the requirements?
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DARPA Metrics ChallengeDARPA Metrics ChallengeDARPA Metrics ChallengeDARPA Metrics Challenge



Deutsche Telekom Laboratories 7.July 2009 17

A new attempt to tackle the problemA new attempt to tackle the problemA new attempt to tackle the problemA new attempt to tackle the problem

� Idea:Idea:Idea:Idea:

� Can we design ICs in such a way that Can we design ICs in such a way that Can we design ICs in such a way that Can we design ICs in such a way that no matterno matterno matterno matter

whatwhatwhatwhat the adversary (the adversary (the adversary (the adversary (in the untrusted fabin the untrusted fabin the untrusted fabin the untrusted fab) does ) does ) does ) does 

with our IC design, we can at least ensure with our IC design, we can at least ensure with our IC design, we can at least ensure with our IC design, we can at least ensure 

equivalent functionality?equivalent functionality?equivalent functionality?equivalent functionality?

� Tiny alterations don’t change the IC Tiny alterations don’t change the IC Tiny alterations don’t change the IC Tiny alterations don’t change the IC 

functioning.functioning.functioning.functioning.

� Huge alterations are detected are otherwise.Huge alterations are detected are otherwise.Huge alterations are detected are otherwise.Huge alterations are detected are otherwise.
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The good old world of a random adversaryThe good old world of a random adversaryThe good old world of a random adversaryThe good old world of a random adversary
� von Neumann (1956):von Neumann (1956):von Neumann (1956):von Neumann (1956): The gates of a Boolean circuit fail The gates of a Boolean circuit fail The gates of a Boolean circuit fail The gates of a Boolean circuit fail 

independently with a probability bounded by a constant: independently with a probability bounded by a constant: independently with a probability bounded by a constant: independently with a probability bounded by a constant: 

There is a transformation that takes a circuit There is a transformation that takes a circuit There is a transformation that takes a circuit There is a transformation that takes a circuit C into another circuit into another circuit into another circuit into another circuit 

C´ such that:such that:such that:such that:

1.1.1.1. The transformation takes polynomial time in the size of The transformation takes polynomial time in the size of The transformation takes polynomial time in the size of The transformation takes polynomial time in the size of C....

2.2.2.2. The size of The size of The size of The size of C´ is is is is O(S(C) log (S)) where where where where S(C) denotes the size denotes the size denotes the size denotes the size 

of circuit of circuit of circuit of circuit C....

3.3.3.3. The depth of The depth of The depth of The depth of C is is is is O(D(C)) where where where where D(C) is the depth of circuit is the depth of circuit is the depth of circuit is the depth of circuit 

C....

4.4.4.4. There exist  There exist  There exist  There exist  εεεε > 0 and > 0 and > 0 and > 0 and p < 1/2 such that if the gates of such that if the gates of such that if the gates of such that if the gates of C´ fail fail fail fail 

independently with probability bounded by independently with probability bounded by independently with probability bounded by independently with probability bounded by εεεε then for every input then for every input then for every input then for every input 
x the probability that the probability that the probability that the probability that C(x) ≠ C´(x) is at most is at most is at most is at most p....
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But when the adversary is not random?But when the adversary is not random?But when the adversary is not random?But when the adversary is not random?

� If the adversary biases a few critical gates or the If the adversary biases a few critical gates or the If the adversary biases a few critical gates or the If the adversary biases a few critical gates or the 

output bit then the circuit inadvertently outputs an output bit then the circuit inadvertently outputs an output bit then the circuit inadvertently outputs an output bit then the circuit inadvertently outputs an 

incorrect value.incorrect value.incorrect value.incorrect value.

� So?So?So?So?

� We could inspect at least the last few transistors by We could inspect at least the last few transistors by We could inspect at least the last few transistors by We could inspect at least the last few transistors by 

hand, i.e., the output gate.hand, i.e., the output gate.hand, i.e., the output gate.hand, i.e., the output gate.
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New model of adversaryNew model of adversaryNew model of adversaryNew model of adversary

� We would like to build We would like to build We would like to build We would like to build resilient circuitsresilient circuitsresilient circuitsresilient circuits that give that give that give that give 

the correct output even if at each level a small but the correct output even if at each level a small but the correct output even if at each level a small but the correct output even if at each level a small but 

maliciously choosen maliciously choosen maliciously choosen maliciously choosen constant fractionconstant fractionconstant fractionconstant fraction of the gates of the gates of the gates of the gates 

are changed/malfunctioning.are changed/malfunctioning.are changed/malfunctioning.are changed/malfunctioning.

� This can be thought of as using a constant number This can be thought of as using a constant number This can be thought of as using a constant number This can be thought of as using a constant number 

of absolutely reliable gates for the last few levels of of absolutely reliable gates for the last few levels of of absolutely reliable gates for the last few levels of of absolutely reliable gates for the last few levels of 

the circuit.the circuit.the circuit.the circuit.
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OurOurOurOur TrojanTrojanTrojanTrojan modelmodelmodelmodel
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OurOurOurOur TrojanTrojanTrojanTrojan modelmodelmodelmodel
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CoverageCoverageCoverageCoverage bybybyby ourourourour TrojanTrojanTrojanTrojan modelmodelmodelmodel
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Loose Loose Loose Loose computationcomputationcomputationcomputation ((((Gal and Gal and Gal and Gal and SzegedySzegedySzegedySzegedy))))

Definition:Definition:Definition:Definition:

For any computational device For any computational device For any computational device For any computational device M we say that we say that we say that we say that M  δ δ δ δ----
loosely computes loosely computes loosely computes loosely computes f ifififif

1.1.1.1. Whenever Whenever Whenever Whenever f(x)=1 then then then then M(x)=1

2.2.2.2. If If If If f(z)=0 for every for every for every for every z with with with with d(x, z) ≤≤≤≤ δδδδ*n then then then then 

M(x)=0....

Here Here Here Here d(x, z) denotes the Hamming distance between denotes the Hamming distance between denotes the Hamming distance between denotes the Hamming distance between x
and and and and z, and , and , and , and n the number of input bits to the number of input bits to the number of input bits to the number of input bits to f....

M can output an arbitrary value or no value at all if input can output an arbitrary value or no value at all if input can output an arbitrary value or no value at all if input can output an arbitrary value or no value at all if input 

x does not belong to the above two categories.does not belong to the above two categories.does not belong to the above two categories.does not belong to the above two categories.
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Another definitionAnother definitionAnother definitionAnother definition

Definition:Definition:Definition:Definition:

� For an error correcting code For an error correcting code For an error correcting code For an error correcting code En with codewords of with codewords of with codewords of with codewords of 

length length length length qn and for a function and for a function and for a function and for a function f we define we define we define we define 

f••••En : {{{{0,1}}}}qn →→→→ {{{{0,1}}}} as followsas followsas followsas follows

1. (f••••En)(z)=0 for all for all for all for all z where where where where z is not a codeword is not a codeword is not a codeword is not a codeword 

of the code of the code of the code of the code En 

2.2.2.2. If If If If z=En(x) then then then then (f••••En)(z) = f(x)
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Proposition:Proposition:Proposition:Proposition:

� If the Hamming distance of any two If the Hamming distance of any two If the Hamming distance of any two If the Hamming distance of any two 
codewords in codewords in codewords in codewords in En is at least is at least is at least is at least qn and and and and M is a is a is a is a 

computational device that computes computational device that computes computational device that computes computational device that computes f••••En in in in in 

a a a a  δ δ δ δ----loose loose loose loose manner then manner then manner then manner then 

M(En(x)) = f(x) 

on any input on any input on any input on any input x....
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It is known from coding theory that there exist It is known from coding theory that there exist It is known from coding theory that there exist It is known from coding theory that there exist 
linear binary codes linear binary codes linear binary codes linear binary codes En with the following with the following with the following with the following 

properties:properties:properties:properties:

� The matrix of The matrix of The matrix of The matrix of En can be polynomially computed in can be polynomially computed in can be polynomially computed in can be polynomially computed in n. . . . 

� This also means that the length This also means that the length This also means that the length This also means that the length qn of the codewords of the codewords of the codewords of the codewords 

is also polynomial in n.is also polynomial in n.is also polynomial in n.is also polynomial in n.

� The Hamming distance of any two codewords in The Hamming distance of any two codewords in The Hamming distance of any two codewords in The Hamming distance of any two codewords in En

is at least is at least is at least is at least δδδδ*qn for some small constant for some small constant for some small constant for some small constant δδδδ > 0....
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Main Main Main Main resultresultresultresult
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ThusThusThusThus

� We can design ICs in such a way that We can design ICs in such a way that We can design ICs in such a way that We can design ICs in such a way that no no no no 

mattermattermattermatter whatwhatwhatwhat the adversary (the adversary (the adversary (the adversary (in the untrusted in the untrusted in the untrusted in the untrusted 
fabfabfabfab) does with our IC design, we can at least ) does with our IC design, we can at least ) does with our IC design, we can at least ) does with our IC design, we can at least 

ensure equivalent functionality, ensure equivalent functionality, ensure equivalent functionality, ensure equivalent functionality, 

� provided that the adversary only changes a provided that the adversary only changes a provided that the adversary only changes a provided that the adversary only changes a 

constant fraction of gates per circuit layer.constant fraction of gates per circuit layer.constant fraction of gates per circuit layer.constant fraction of gates per circuit layer.
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Questions?Questions?Questions?Questions?

Thank you!Thank you!Thank you!Thank you!


