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I Hardware Trojan Introduction

Hardware Trojan Horse (HTH) Definition
» Malicious modifications in Integrated Circuits (ICs).
» To extract a secret, alter the behaviour, ...

» HTH was born because of outsourcing design and
fabrication process.
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I Hardware Trojan Structure

Any HTH is composed of two main components

» Trigger: is the part of HTH used to activate the malicious
activity.

» Payload: is the part of HTH used to realize / execute the
malicious activity.

Trojan_active

A — ¢ C Cmodiﬁed
B

Trigger | Payload

TELECOM
ParisTech

4 27 Sept 14 Presented by J.-L. Danger HTH detection with process dispersion FEd o |



Introduction to HTH and its detection
Proposed HTH Detection model
Setup and experimental results

I Hardware Trojan Taxonomy

» Classify all type of HTH @

» Help to develop suitable detection techniques for each
HTH type

@Tehranipoor et al. [KRRT10]
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I Trust in the design

HTH insertion in the fabrication flow of an ASIC. &
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I Hardware Trojan Detection

Classification of HTH Detection techniques

» Destructive reverse engineering: try to reconstruct
netlist and layout of ICs.

» Invasive methods: try to (prophylactically) modify the
design of IC to prevent the HTH or to assist another
detection technique.

» Non-Invasive methods: are done by comparing the
performance characteristics of an IC, possibly with a
known good copy also known as the “golden circuit”.
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I nvasive Methods

» To extend the state space

» in two operating modes: Normal and Transparent mode.?
» To consider either Q or QN of D flip-flops.?

» To insert dummy flip-flops into IC logic.¢

» To add logic that will make the detection easier by using
side-channel analysis.?

@Chakraborty et al. [CB09]
bBanga et al. [BH11]
°Salmani et al. [STP09]
Lin et al. [LKG*09]

v

TELECOM
ParisTech

8 27 Sept 14 Presented by J.-L. Danger HTH detection with process dispersion e o |



Introduction to HTH and its detection
Proposed HTH Detection model
Setup and experimental results

I Non-Invasive Methods

Non-Invasive methods can be done either at runtime or during
the test phase.

Non-invasive methods at runtime

» Use of OS features (Software approach).?
» Real-time security monitors: (DEFENSE.?)

2Bloom et al. [BNS09]
bAbramovivi et al. [AB09]
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I Non-Invasive Methods

Logic Testing:
» Compare the functionality of the design of the circuit with
the implemented circuit.
» To test rare occurrences rather than correctness.?
Side Channel analysis Examples:

» To use power supply transient signal analysis.?
» To magnify the side-channel “sustained vector technique”.©

@Chakraborthy et al [CWP09]
bRad et al [RPT08]
°Banga et al [BH09]
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I Rationale

Side-Channel Detection Method Advantages
» Non-invasive method.
» Can detect almost HTH types, even untriggered.

v

» Many Side-channel methods are based on power
measurement or simulation results.

» Previous work did not take into account process variation
and HTH placement.
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I Proposed detection Model

To take advantage of extra “load” due to HTH intrusion

» The HTH impact is an increase of current
» This effect comes from greater mean gate load,

» Which is mainly due to due to the complexity of the Trigger
block

» Use of EM observation (spatial accuracy)
» T°C and Vg4 should remain constant
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I Proposed detection Metrics

Genuine circuit Infected circuit

P_{false negative} P_{false positive}

The metrics is a false negative and false positive probability,
whose equation is:
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I Model flaws

The model is impacted by side effects
» T°Cand Vyy
» Process variation

» HTH size and placement

= we proposed to study theses potential flaws on the model,
except the T°C and Vyy which are kept constant.
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I Sctup description

» Trigger part: 8th computation round and N least
significant bits (LSB) of 128 bits at the output of
AddRoundKey are at “1”.

» Payload part:an XOR gate that will inject a fault in the
inner eighth round when HT is activated.
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I HTH with Different Sizes

e Trojan 1: HTH with the parameter N = 32, around 0.5 % of
the original circuit.

e Trojan 2: HTH with the parameter N = 64, around 1 % of
the original circuit.

e Trojan 3: HTH with the parameter N =128, around 1.7 %
of the original circuit.
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I HTH with different Placement

e Placement 1: Trojan 3 placed within the boundary of AES
crypto-processor.

e Placement 2: Trojan 3 placed outside the boundary of
AES crypto-processor in a far-off corner of the FPGA.

e Placement 3: Trojan 3 placed outside the boundary of
AES crypto-processor and dispersed over the FPGA.

Placement 2
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I Experimental Setup

Test platform setup

» 10 FPGA Virtex5LX30 for process variation evaluation.

» FF324 Virtex 5 board used to change the device under
test.

» Frequency: 24 Mhz.

» EM measurement using Langer RFU-5-2 probe.

» Traces averaged 1000 times using Agilent 54853A.
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I HTH insertion

HTHSs are inserted after the original circuit was placed and
routed to minimize its impact on original circuit.

Figure : P/R for (a) AES 128 bit without HTH and (b) with HTH 1.7%
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I EV Leakage Trace
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I \mpact of Process Variation on EM
Measurement

» Calculate the golden mean trace over 10 FPGAs.

» In green: the difference between the golden circuit traces
with the mean trace.

» In red: the difference between the HTH test circuit traces
with the mean trace.

Absolute of differences

Tiso
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I HTH Detection Using Sum of Absolute
Differences

» Calculate the EM absolute differences.
» Calculate the sum of these differences. J

HTH 1 (0.5%) | HTH 2 (1%) | HTH 3 (1.7%)
1st Approach 43% 34% 9%

Table : False negative detection probability.
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I HTH Detection Using Threshold Technique

» Keep only the interesting points of EM differences.

» Re-calculate the sum of absolute differences of the
interesting points.

HT 1 (0.5%)

HT 2 (1%)

HT 3 (1.7%)

2nd approach

24%

0.017%

0.011%

Table : False negative detection probability with the Threshold

technique.
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I \mpact of HTH Placement

» The probe position affects directly to the result.

» The most distant HTH is more detectable (more buffers
and lines) but has limited impact

1600~ T¥ A
i — Placement 1
1400 % i
"’v --Placement 2|
1200 v v v Placement 3| |
1000 vy & q
gy v

Absolute of differences

Samples

24 27 Sept 14 Presented by J.-L. Danger HTH detection with process dispersion =



Introduction to HTH and its detection
Proposed HTH Detection model
Setup and experimental results

I Conclusion

Conclusion

» Proof of concept study for HTHs detection by EM
measurement.

» Model based on the mean of EM activity

» HTH of different sizes: HTH greater than 1% can be
detected with a false negative rate of 0.017%.

» Detection taking into account the process variation
» HTH placement has a little impact on HTH detection.
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