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プレゼンター
プレゼンテーションのノート
Thank you, chairman. 
Good afternoon, I’m Kotaro Okamoto from Tohoku University, Japan.
My topic today is “A hierarchical graph-based approach to generating formally-proofed Galois-field multipliers.”



B
Arithmetic algorithms over Galois fields

B Demands of high security and reliable systems
O Cryptography, Error correction code

— Arithmetic operations over
Galois Fields (GF)

B Arithmetic algorithms
O Hardware algorithms for arithmetic operation
O Determine the performance of arithmetic circuits

There are two major difficulties in designing
arithmetic algorithms based on Galois fields
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プレゼンター
プレゼンテーションのノート
Today, demands of high security and reliable systems are increasing.
In particular, cryptography and error correction codes are essential in those systems.
And arithmetic operations over Galois fields are required in such operations.

When we design such Galois-field arithmetic circuit, we have to consider the arithmetic algorithm.
That is a hardware algorithm for arithmetic operation, and it determines the performance of arithmetic circuits.
So we should consider arithmetic algorithms based on Galois fields.

However, there are two major difficulties in designing arithmetic algorithms based on Galois fields.



.

Design issues

B | owest-level description using logical expressions

O Difficult to describe GF arithmetic algorithms by
conventional HDLs

e.g., GF(21%) multiplier

out0[0] = (((((in0[0] & in1[0]) » (in0[15] & in1[1])) * ((in0[14] &
in1[2]) ~ (in0[13] & in1[3]))) » (((in0[12] & in1[4]) »
(in0[11] & in1[5])) ~ ((in0[10] & in1[6]) ~ (inO[9] &

in0[14]) ~ in0[12]) & in1[15]))))):

® Verification using logic simulation

O Require a huge simulation time especially for
arithmetic circuits with large operand lengths

— Larger-scale multipliers than GF(232)
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プレゼンター
プレゼンテーションのノート
First, it is difficult to handle GF arithmetic algorithms by conventional HDLs.
For example, this is a description of a multiplier over GF of 2 to the power of 16. 
As you can see, we have to use lowest-level description using logical expressions.

Second, we need a huge simulation time to verify using the logic simulation.
In particular, we cannot simulate all the inputs of the arithmetic circuits with the large operand lengths.
For example, larger-scale multipliers than GF(2^32).


.

Graph-based approach

B Galois-Field Arithmetic Circuit Graph: GF-ACG
O Represent a GF circuit using arithmetic equations

based on GFs
O Hierarchical representation

B Formal verification using computer algebra
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O polynomial reduction
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プレゼンター
プレゼンテーションのノート
To solve these problems, we introduce Galois-Field Arithmetic Circuit Graph, GF-ACG.
This is a graph-based representation for arithmetic circuits over Galois fields.
We represent a GF circuit hierarchically using arithmetic equations based on Galois fields.

One major advantage of this approach is (that) we can verify the circuit by formal verification method.
Our verification method uses computer algebra such as Groebner basis and polynomial reduction.

This figure shows the verification time of GF multipliers.
The horizontal axis shows the bit length,
 and the vertical axis shows the verification time.
The blue line shows the verification time using logic simulation, 
 and the red line shows the time of formal verification.
As you can see, the formal verification can reduce the verification time significantly.



This work

B Application to automatic generation system
O Galois-Field Arithmetic Module Generator: GF-AMG

O System producing formally-proofed GF(2™) parallel
multiplier for any irreducible polynomial

— Mastrovito and Massey-Omura parallel multipliers
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プレゼンター
プレゼンテーションのノート
Today, I’d like to apply GF-ACG approach to Galois-Field arithmetic module generator, GF-AMG.
GF-AMG is the automatic generation system producing formally-proofed GF arithmetic circuits.
Given a design specification, 
 this system generates 2 types of typical GF parallel multiplier,
 Mastrovito and Massey-Omura parallel multiplier for any irreducible polynomial.



.

Outline

B Backgrouno

B Galois-
B Hierarc

B Galois-

~1elc

nica

~1elc

GF-AMG

B Conclusion

Arithmetic Circuit Graph: GF-ACG
design of Mastrovito multiplier

Arithmetic Module Generator:
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プレゼンター
プレゼンテーションのノート
This is the outline of today’s talk. 
First, let me explain Galois-Field Arithmetic Circuit Graph, GF-ACG. 
Then, I’ll show you the hierarchical design of Mastrovito multiplier. 
In addition, I’ll show Galois-Field Arithmetic Module Generator, GF-AMG. 
Finally, conclusion and future work. 



Extension field

B Galois field of order p™: GF(p™) p: prime number
B Each field element is a polynomial over GF(p)

B Addition and multiplication are performed
modulo irreducible polynomial IP of degree m

e.g., GF(29) ={0, 1,8, 5+1}, IP=f>+p5+1

Addition over GF(22)
+10 1 p p+1

00 1 B p+l
111 0 p+1 g

BB B+l 0 1
p+1p+1 f 1 0

Multiplication over GF(2?)
x| 0 1 B g+l

0/l0 0 0 O
110 1 B p+l

10 p p+1 1
p+1l 0 p+1 1 B
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プレゼンター
プレゼンテーションのノート
First, I’ll talk about one of the major Galois fields called Extension Field.
This is a Galois field of order p to the power of m. 
The order of a field means the number of field elements.
Each field element is represented by a polynomial over GF of p and the degree of polynomial is less than m.
The operations are defined as polynomial addition and multiplication modulo an irreducible polynomial of degree m.
The irreducible polynomial is a polynomial that cannot be expressed as the product of elements more than 2.

Let me show you an example, addition and multiplication over GF of 2 squared.
In addition, for example 1 plus 1 is 0, because of modulo 2.
In multiplication, β times β is β plus 1, because of modulo IP, β squared plus β plus 1.

We want to design arithmetic circuits based on this kind of GF arithmetic.


B
GF-ACG: Galois-Field Arithmetic Circuit Graph

GF-ACG: G = (N, E)

B N: set of nodes . G,
o Node: n = (F, G") z e
— F: function (GF equation) - -
— G internal structure = " o
(GF-ACG) _x, 0
DA n |b R Ny —Z>
B E: set of directed edges ) 5, i
O Directed edge: e = (n, Ny, X) W
—n,: source node G2 G

—ny: destination node

—X: GF variable
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プレゼンター
プレゼンテーションのノート
Now, let me show you the GF-ACG.
A GF-ACG consists of a set of nodes and a set of directed edges.

Each node indicates an arithmetic circuit which has function and internal structure. 
Function is given by GF equations, and internal structure is given by GF-ACG. 

On the other hand, each directed edge is a flow of data between the nodes. 
It consists of a source node, a destination node, and a GF variable.
For example, in a directed edge t0, its source node is n1, its destination node is n2 and its GF variable is t0.

Using this representation, we can manipulate large-scale circuits systematically.



®
Formal verification of GF-ACGs

B Verification is done by checking equivalence
between the function and the internal structure

O Function Is correct iIf same function is derived from
Internal structure

t :X)(y
Z=XXy <: {/Zejj;,q
x 1y S

| |
, |
, |
| |
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| |
| I
I I
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| |

‘2z I J_Z ______

Solve simultaneous equation by computer algebra
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プレゼンター
プレゼンテーションのノート
Then, I’ll talk about the formal verification of GF-ACGs.
Verification is done by checking equivalence between the function and the internal structure.
The function is correct if same function is derived from internal structure.

For example, this multiplier consists of a function z equals x * y, 
 and this internal structure whose functions are t0 + t1 = x * y and z = t0 + t1.
The correctness is easily checked in this case.

For arbitrary case, we solve the simultaneous equations by computer algebra.



.

Outline

B Backgrouno

B Galois-Field Arithmetic Circuit Graph: GF-ACG

B Hierarchical design of Mastrovito multiplier
O Typical GF(2™) parallel multiplier

B Galois-Field Arithmetic Module Generator:
GF-AMG

B Conclusion
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プレゼンター
プレゼンテーションのノート
Then, let me show you the hierarchical design of Mastrovito multiplier.



.

Mastrovito multiplier

B Feature e.g., GF(2%) multiplier

- — 4
0 GF(2™) parallel multiplier o forlP=p"+f+1
Matrix generation part q
O Smallest area

14141/

W Structure
O Matrix generation part

______

— Generation of matrix Z
from the input a
O Matrix operation part

— Calculation of inner product
of Z and the other input b

¢ Matrix operation part

Hierarchical description for GF-ACG design

GSIS, TOHOKU UNIVERSITY 11


プレゼンター
プレゼンテーションのノート
The Mastrovito multiplier is a parallel multiplier over Galois field,
 and is known as one of the smallest multipliers.

This multiplier is originally composed of matrix generation and matrix operation parts.
Let me show you an example, GF of 2 to the fourth power multiplier. 
Matrix generation part generates an m times m matrix Z from the input a. 
Matrix operation part calculates the inner product of Z and the other input b.

For the GF-ACG design, we have to derive a hierarchical description from the flattened description like this figure.



B
Why hierarchical description ?

B Necessary to derive hierarchical description
from original flattened description

e.g., GF(24) multiplier

Top level description Flattened descrlptlon
la |b

Number of variables
Increases exponentially
against bit length

Multiplier

s

a
! atrix Generator
I |
1
|
] |
1
1
; i
1
1
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プレゼンター
プレゼンテーションのノート
Here, why do we describe circuits hierarchically?

Let me show you an example, GF of 2 to the fourth power multiplier.
In the flattened description like this, we cannot verify large-scale circuits,
 because the number of variables increases rapidly against the bit length.
On the other hand, in the hierarchical description, we can verify large-scale circuits,
 because the number of variables increases gradually.

So we have to derive a hierarchical description from an original flattened description.


B
Nodes and functions for GF-ACG design

Multiplier c=axb

— Matrix Generator Z :a-,B‘, 0<i<m-—1
e 7

— Matrix Operation C = Z va ><(b(e) —i)
- MO W =2Z. X(bi(e) ,IB—i)
~ Gl Wi = Wy + Wy
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プレゼンター
プレゼンテーションのノート
We succeeded in the hierarchical description.
This table shows the nodes and those functions for the GF-ACG design.
First, the highest level node is “Multiplier”, and the function is represented by this operation.
Then, the second level nodes are “Matrix Generator” and “Matrix Operation”,
 and the third level nodes are “MG”, “MO” and “GFA”.
Finally, the lowest level nodes performing “MG”, “MO” and “GFA” are given by logic gates.



B
GF-ACG for GF(24) Mastrovito multiplier

Js le

Ho
(Multiplier)

lc Go
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プレゼンター
プレゼンテーションのノート
This figure shows the GF-ACGs for Mastovito multiplier over GF of 2 to the fourth power.
This GF-ACG is the highest level description, and consists of “Multiplier”.
Then, this is the second level description, and consists of “Matrix generator” and “Matrix operation”.
This is the third level description, and consists of 3 “MG”, 4 “MO” and 3 “GFA”.
Finally, this is the lowest level description, and these nodes are logic gates.



GF-ACG for GF(24) Mastrovito multiplier

2
(Matrix Operation)

15
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プレゼンター
プレゼンテーションのノート
This figure shows the GF-ACGs for Mastovito multiplier over GF of 2 to the fourth power.
This GF-ACG is the highest level description, and consists of “Multiplier”.
Then, this is the second level description, and consists of “Matrix generator” and “Matrix operation”.
This is the third level description, and consists of 3 “MG”, 4 “MO” and 3 “GFA”.
Finally, this is the lowest level description, and these nodes are logic gates.



GF-ACG for GF(24) Mastrovito multiplier
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プレゼンター
プレゼンテーションのノート
This figure shows the GF-ACGs for Mastovito multiplier over GF of 2 to the fourth power.
This GF-ACG is the highest level description, and consists of “Multiplier”.
Then, this is the second level description, and consists of “Matrix generator” and “Matrix operation”.
This is the third level description, and consists of 3 “MG”, 4 “MO” and 3 “GFA”.
Finally, this is the lowest level description, and these nodes are logic gates.



GF-ACG for GF(24) Mastrovito multiplier
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プレゼンター
プレゼンテーションのノート
This figure shows the GF-ACGs for Mastovito multiplier over GF of 2 to the fourth power.
This GF-ACG is the highest level description, and consists of “Multiplier”.
Then, this is the second level description, and consists of “Matrix generator” and “Matrix operation”.
This is the third level description, and consists of 3 “MG”, 4 “MO” and 3 “GFA”.
Finally, this is the lowest level description, and these nodes are logic gates.
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Outline

B Backgrouno

B Galois-
B Hierarc

B Galois-
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GF-AMG
O Application of GF-ACG approach

B Conclusion

Arithmetic Circuit Graph: GF-ACG
design of Mastrovito multiplier

Arithmetic Module Generator:
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プレゼンター
プレゼンテーションのノート
Then, let me show you the application of GF-ACG approach to Galois-Field Arithmetic Module Generator, GF-AMG.


B
GF(2™M) multiplier generator on Website

B Feature

O Automatic generation system of GF(2™) multipliers for
any irreducible polynomial IP

O Generate only formally-proofed HDL codes

B System specification

Multiplication algorithm Degree for IP

Mastrovito algorithm From 2 to 256
Massey-Omura algorithm From 2 to 64

B Available from website

http://www.aoki.ecei.tohoku.ac.jp/arith/gfamg
GSIS, TOHOKU UNIVERSITY 19



プレゼンター
プレゼンテーションのノート
GF-AMG is the automatic generation system of GF(2^m) multipliers for any irreducible polynomial.
And this system generates only formally-proofed HDL codes.

This table shows the system specification. 
We can select Mastrovito and Massey-Omura algorithms.
For Mastrovito algorithm, the degree for IP is acceptable from 2 to 256, 
 and for Massey-Omura algorithm, the degree for IP is acceptable from 2 to 64.

In addition, this system is available from website.

http://www.aoki.ecei.tohoku.ac.jp/arith/gfamg

.

Block diagram of GF-AMG

Design
Specification

GF-ACG Code
Synthesizer
|
GF-ACG Code j

I

GF-ACG Verifier

(Groeber Basis Generation
+ Porinomial Reduction)

|
Verified
GF-ACG Code

ACG-to-HDL Translator

Verified
HDL Code

GSIS, TOHOKU

Design Specification

Femmmm 1' ____________ ; Irreducible polynomial

GF-ACG Code Synthesizer
Generation of GF-ACG code
according to design specification

GF-ACG Verifier

|
|
|
|
|
|
|
|
|
|
| .. .
. Formal verification of
|
|
|
|
|
|
|
|
|
|
|

generated GF-ACG code

ACG-to-HDL Translator
Translation of GF-ACG code into
equivalent HDL code

Verified Multiplier
Verilog-HDL code
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プレゼンター
プレゼンテーションのノート
This figure shows a block diagram of GF-AMG.
GF-AMG consists of GF-ACG Code Synthesizer, GF-ACG Verifier and ACG-to-HDL Translator.

Given a design specification, 
  first, the GF-ACG Code Synthesizer generates a GF-ACG code according to the design specification.
Then, the GF-ACG verifier verifies the generated GF-ACG code by the formal verification.
Finally, the ACG-to-HDL Translator translates the verified GF-ACG code into the equivalent Verilog-HDL code. 



.

Performance evaluation

Generation time of I\/Iastrovito multiplier [sec]

_

Logic simulation 0. 279 9, 330
3.374 5.188

Formal verification

Logic simulation
Formal verificatio

Complete simulation of Complete verification of

GF(23%) multiplier was impossible GF(2128) multiplier was possible

Linux CPU: Intel Core2 Due E4600 2.40GHz, 7GB Memory

Formula manipulation software: Risa/Asir
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プレゼンター
プレゼンテーションのノート
To evaluate the performance of GF-AMG, 
 we generated the two types of multipliers with some typical degrees.
These tables show the generation times for Mastrovito and Massey-Omura parallel multipliers.

For comparison, we also performed the logic simulation using the HDL descriptions.
As the result using the logic simulation,
 we could not succeed the complete simulation of GF(2^32) and larger multipliers.
On the other hand, using our system,
 we could succeed the complete verification even for the multiplier over GF(2^128).



Demonstration

H-ActivatorofFG—AMSG

B Stop of service for maintenance
O Japanese holiday

B Available from August 26

B Explanation using some slides
O Substitution for demonstration

Access web-page
|

http://Iwww.aoki.ecel.tohoku.ac.|p/arith/gfamqg

GSIS, TOHOKU UNIVERSITY
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プレゼンター
プレゼンテーションのノート
I want to actually activate our system as a demonstration.
However, unfortunately our system stops service for maintenance,  because it is holidays in Japan now. 

Our system is available from August 26.

Therefore, using some slides in substitution for a demonstration, 
 I show you how to use our system.

First, please access this web-page.

http://www.aoki.ecei.tohoku.ac.jp/arith/gfamg

Website for GF-AMG

rﬁ E x
(I @ hitp://www.aoki.eceito... O ~ & | @ Galois-field Arithmetic ...

Galois—field Arithmetic module
generator based on GF—ACG

Galois—Field Arithmetic Module Generator (GF-AMG) supports two types of Galois—field
hardware algorithms for parallel multipliers. The use of Galois—Field Arithmetic Circuit Graph
(GF-ACG) makes it possible to generate the highly-reliable arithmetic modules whose functions
are completely verified at the algorithm level. You can download the corresponding HDL(Werilog
HDL) descriptions and apply them to vour datapath design.

s How to request g generation
¢ Technical documents

o Hardware algorithms

o System framework

s Ramestorm SeleCt mU|t|pl|Cat|0n

o Mastrovito Rultiplier ]

o Massey—0mura Parallel Multiplier algorlthm

o Dobecoload fom

Eack to ARITH home
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プレゼンター
プレゼンテーションのノート
This is the website for GF-AMG.
Then,  please select multiplication algorithm.
Here, I select mastrovito multiplier as an example.


Submission of generation request

Request form: Mastrovito multiplier

Please fill the following form, and then push the "submit" button.

Design specification

Irreducible polynomial
Degree (word length): 2-256

eq: KBttt — 8, 4, 3,1
32,7,3,2

Input irreducible
polynomial

Your information

Name
e.g. Taro Yamada

|Kotaro Okamoto |

GSIS, TOHOKU UNIVERSITY
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プレゼンター
プレゼンテーションのノート
Please fill the request form and push the “submit” button.
You input an irreducible polynomial.



Submission of generation request

[32.7.3.2

Your information

Name
e.g. Taro Yamada

Kotaro Okamoto

Input your name,

Affiliation

Tohoku University

e.g. Foobar University / a.ﬂ:|I|at|0n and

e-mail address | _

E-mail address

NOTE: REQUEST-ID will be sent tp the e-mail address.
e.g. yamada@foobar.ac jp

okamoto@aoki.ecei.tohe

License agreement

e | R L T L L T Y

GSIS, TOHOKU UNIVERSITY
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プレゼンター
プレゼンテーションのノート
And you input your information.



Submission of generation request

License agreement

the following conditions are met:

By using the arithmetic modules obtained from Arithmetic Module
Generator (the "Designs"), you agree to the following terms and conditions. 7

The Designs are copyrighted information of Aoki Laboratory ("us").
Use of the Designs, with or without modification, is permitted provided that

WE SHALL MOT BE LIABLE FOR ANY DAMAGES, INCLUDING WITHOUT
LIMITATION DIRECT, INDIRECT, INCIDENTAL, SPECIAL OR L
COMSEQUENTIAL DAMAGES ARISING FROM THE USE OF THE

®Yes (JNo

Do you agree to the abu\lg__t_gmun Agree to |icense

<

submit

Push “submit” button

Back to Galois-field Arithmetic Module Generator home

GSIS, TOHOKU UNIVERSITY

26


プレゼンター
プレゼンテーションのノート
Then, you agree to the license, and push the “submit” button.


Reception of emaill

TJ7I{F) |E(E) F]R() Avwt—(M) Y—ILI) HFEC) ~ILFH)

| okamoto@3ok.ecelt e ]

Zili A: ARITH research group <arith@aoki.ecei.tohoku.ac.jp> #%: Kotaro Okamoto <okamoto@aoki.ecei.tohoku.ac.jp>

4 Your REQUEST-ID

From: ARITH research group <arith@aoki.ecei.tohoku.ac.jp=
To: Kotaro Okamoto <okamoto@aoki.ecel.tohoku.ac.jp=
Subject: Your REQUEST-ID

Date: Fri, 09 Aug 2013 05:03:42 -0000

13

Uear Kotaro Ckamoto

Tharle wou for wour request.

Your REQUEST-ID i 000018-6379. —

Get REQUEST-ID

%EESE‘C"EChﬁd-dUWIl:uad pww g |||Uk_,:u:': :-IUIII
htte:/fwee. acki.ecei. tohoku.ac, ipfarith/gfame/down | oad. py

a

Access web-page

Reauested specification
Hardware alzgorithm: Mastrovito Multiplier
Irreducible polvnomial: = 32+x T+ 3+ 241

Regards,
ARITH research group

Computer Structures Laboratory
| ;[Ei:l EIE Eil:]i]i] i]l []Ii][[EI "1™ Er IP'r"ll'_‘P'Q

GSIS, TOHOKU UNIVERSITY
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プレゼンター
プレゼンテーションのノート
Then, you receive e-mail from GF-AMG.
You get REQUEST-ID, and visit this web-page.


Submission of REQUEAT-ID

Download form

Please input the REQUEST-ID obtained

in the request page.

REQUEST-ID
e.g. 0123456789 |e— |

Input REQUEST-ID

oooo1e-6379

]

Push “submit” button

Back to Galois-field Arithmetic Module Generator home

GSIS, TOHOKU UNIVERSITY



プレゼンター
プレゼンテーションのノート
Then, please input the REQUEST-ID and push the “submit” button.


Download

& http://www.aoki.ecei.to... O ~ € | @ Download: Galois-field A...

Download

Following anett t e design you requested.
In Tar+Gzipjarchive: download
In Zip archie: download g Download

REQUEST-ID: 000018-6379

Status: Generation succeeded
Requested date: 2013-08-09 14:03:42 JST
Generated & verified date: 2013-03-07 07:48:52 JST

Requested specification

Hardware algorithm: Mastrovito multiplier

Irreducible polynomial: x224x7T+x%+x 241

GSIS, TOHOKU UNIVERSITY
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プレゼンター
プレゼンテーションのノート
Finally, please download.


Conclusion and future work

Hm Conclusion
O Hierarchical design of Mastrovito multiplier
O Application to automatic generation system
— System specification

Multiplication algorithm Degree for IP

Mastrovito algorithm From 2 to 256
Massey-Omura algorithm From 2 to 64

—Website for system
http://www.aoki.ecei.tohoku.ac.|p/arith/gfamg

B Future work

O Development of advanced module generators for

cryptographic datapaths with GF arithmetic circuits
GSIS, TOHOKU UNIVERSITY
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プレゼンター
プレゼンテーションのノート
Let me summarize my talk. 
Today, I showed the hierarchical design of Mastrovito multiplier, 
 and the application to the automatic generation system.

In the future, we are going to develop advanced module generators for cryptographic datapaths with GF arithmetic circuits.


http://www.aoki.ecei.tohoku.ac.jp/arith/gfamg

END

Thank you for your attention

GSIS, TOHOKU UNIVERSITY
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プレゼンター
プレゼンテーションのノート
That’s all. Thank you for your attention.
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